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General information about
CyberSafe Top Secret

CyberSafe Top Secret is software that uses cryptography to protect your
data from unauthorized access.

It is has the ability to to create certificates and encryption keys. Its
toolkit can be used in such information fields as: file and folder
encryption, E-mail protection, digital signature creation, as well as
working as a Certification Center.

CyberSafe Top Secret has been tested and proven reliable for working on
all Windows operating systems on PC.

The program encrypts information using the most common algorithms
(AES, 3DES, I'OCT, RSA, BlowFish) depending on the required degree of
secrecy. Furthermore, CyberSafe Top Secret uses the libraries of three
crypto providers (OpenSSL, OpenPGP, Crypto-Pro), making it an extremely
flexible application.

For a more complete understanding of the program, you are encouraged to
read the sections "Terminology and main functions of CyberSafe Top Secret” and
"Symmetric and Asymmetric cryptography”.
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What's new in CyberSafe Top Secret 2.0

Version History

CyberSafe Top Secret version 2.0 combines all the basic functions and quality of
the previous version, and also has a number of improvements and additional
options. At the same time, it has a completely redesigned user interface that
makes working with CyberSafe simpler, more intuitive and more user friendly.

Version 2.0.0.21 (12.09.2013)

= Added the ability to select default encryption certificates.
= Corrected: made the status "Not available" status available for Revocation
when the trust level is set at "Trusted by user custom policy."

Version 2.0.0.20 (11.09.2013)

= Corrected: Creation and installation of the CryptoPro Root Certificate.

= Installation of the CryptoPro Root Certificate without administrator rights.

= Corrected: An error when sending information about a certificate to a server
with spaces in the certificate name.

Added: Export CryptoPro Certificate.

Added: Import CryptoPro Certificate.

Changed: Certificate trust determination algorithm

Corrected: Blank list of certificates for encryption after import and decryption.
Corrected: Impossible to create CryptoPro Certificate after a valid certificate
was rewritten.



Version 2.0.0.19 (23.08.2013)

» Corrected: Certificates work in Outlook and IPhone.
= Added: Creation and installation of the Root CryptoPro Certificate.

Version 2.0.0.18 (09.08.2013)

= Corrected: A certificate generation and storage bug.
= Changed: The structure of the database for Certificate serial number storage.
= Added: The ability to store and retrieve information about Certificates
on the server by serial number.
= Added: Certificate verification in database by the serial number (Check Now).

Version 2.0.0.17 (06.08.2013)

] Changed: Publication confirmation code to 5-digit, code entry box appearance.

= Correct operation of Certificates in Outlook for digital signatures and
encryption implemented.

Version 2.0.0.16 (05.08.2013)

Detailed certificate creation progress information added.

Prompt to overwrite a certificate during import added.

Help-Home page added.

Fixed a bug that caused exported foreign certificates to lack .pgp files.

Fixed a bug that made "Next" button stay active after decryption.

Fixed a bug that made decrypted files invisible in the folder during decryption.
Unnecessary items in certificate setup removed.

Added: Full stops to the end of the messages.

Fixed a bug that gave an error message after aborting creation of a Certificate.

Version 2.0.0.15 (12.07.2013)
= Added: Emulation of the mouse and keyboard for the Crypto Pro biological sensor.

Version 2.0.0.14 (11.07.2013)

= Added: Crypto Pro digital signature verification.
= Added: Crypto Pro Certificate deletion.

= Certificate sorting bug fixed.

Version 2.0.0.13 (09.07.2013)

= Added: Checking the availability of a Certificate for encryption.
= Added: Crypto Pro digital signature creation added.
= Changed: Progress bar for adding files and encryption.

Version 2.0.0.12 (08.07.2013)

Fixed a bug that would cause access issues after several encryptions/decryptions.
Added: Progress bar for adding files to encrypt.

Decryption progress bar made easier to understand.

Added: Full stops to messages.

Fixed a bug that caused issues with the “Delete" button in the file list.

The first Certificate in the list for encryption became active.

Fixed a bug that caused PGP keys to be lost after import during publication.

Version 2.0.0.11 (05.07.2013)
= Added: encryption and decryption of Crypto Pro files.

Version 2.0.0.10 (04.07.2013)

= Added a service to carry out commands with administrator rights.

= Added the ability to create a Crypto Pro Certificate.

» Added a change to the list of certificates for encryption, depending on
provider.

= "More Options" button available for OPGP encryption only.

Version 2.0.0.9 (03.07.2013)
» Added: File integrity check.



» Added: Signature-based information extraction if the certificate is not found
in the database on the server.

Version 2.0.0.8 (02.07.2013)

= Added: Trusted tag for OPGP certificate.

= Added: Checking on the server if a certificate is revoked.

= Bug fixed: error during file decryption if the necessary certificate is not there.
= Bug fixed: error in deleting certificate after decryption and signature check.

Version 2.0.0.7 (01.07.2013)

= Corrected: Right-Left scrolling when screen resized by default in certificate
screen.

Corrected: End of Access violation decryption.

Corrected: Impossible to press More Options.

Corrected: There should be a progress bar when unpacking files.

Deleted: Horizontal scrolling in the certificate list.

Version 2.0.0.2 (14.06.2013)
= Added: File encryption.

Version 2.0.0.1 (07.06.2013)
= Prototype\Alpha

Notation conventions used in this Manual

Notes. Additional, but important details that draw your attention to important
moments when using the Software. Reading them will help you use Cyber Safe
Top Secret more efficiently.

Warnings. Indicate the possibility of data loss or a minor security breach.
Warnings will tell you about situations where problems may arise if you do not
take the necessary precautions. Give these points their due attention.

Alerts. Indicate the possibility of a significant loss of data or a serious security
breach, as well as reports of significant problems that may arise if not taken
timely measures to prevent them. Treat the warnings very seriously.

Who should read this Manual

This manual is addressed to anyone who intends to use the CyberSafe Top Secret
to protect data on personal computers running the Windows operating systems.

Note. If you are not familiar with cryptography, refer to the “Symmetric
and Asymmetric cryptography” and “More information about cryptography”
sections.

License Agreement

This License Agreement is a general offer between "CyberSoft," OO0 and the User,
a physical or legal entity. This License Agreement in the case of the consent
expressed in the form of silence within 7 days from the date of purchase, in
accordance with Art. 433 Civil Code Russian Federation has the power of Contract.

Terms and definitions

= The Product is understood to be a system of computer programs for PC, including



media and documentation, which is subject to copyright and protected by law.

= Everywhere in the text the word “documentation” is understood to mean
all printed materials and the media containing the documents in
electronic form. The Documentation is an integral part of the Product.

= This Product (the software), including the media and printed materials,
is distributed under a License Agreement.

= Subsequent installation of the Product is considered consent to the
conditions of the License Agreement and its entry into force.

= In case of disagreement with any of the terms of the License Agreement, within
seven days from the day of receipt of the product, the User must return the
entire Product, including printed materials, and packaging with the media to the
company that supplied this Product.

Subject of the Agreement

= Subject of this License Agreement is the commercial distribution to the User of
rights of use and ownership of the Product.

= All conditions stated below apply both to the Product in whole and to all of its
separate components.

Copyrights

= The Product and its components are the intellectual property of the developer
and are protected by copyright law © 2013 CyberSoft (00O0).

= The right to use the Product is provided only to the end User as the owner, and
no other third parties, without the written approval of "CyberSoft," 0O0O0.

Terms of Use

= The User can store, install and use only a certain number of copies of the
Product. The User has no right to store, install or use (in installed or installed
form) more copies of the Product than granted to him and defined in the
relevant documents on the right to use the Product.

= The user agrees not to distribute this Product. Distribution of Product is
understood to mean granting access to third parties of faithfully reproduced
components of the Product in any form by sale, rental, leasing, lending or other
methods of alienation.

= The User has no right to carry out the following activities:
= allow the use of Product by people not entitled to use it;

= attempt to disassemble, decompile (convert compiled code into the
source text) the programs and other components of the Product;

= make any changes to the compiled code of the software except those,
which are made by the means included in the Product and described in the
documentation;

= do any other actions with the Product infringing on Russian and
international standards on copyright and use of software.

Note. Using encryption tools for cryptographic protection of information is subject
to licensing in accordance with current legislation of the Russian Federation.

Duration of the Agreement

= This License Agreement shall enter into force from the moment of opening the
package with CyberSafe Top Secret 2 media or installation of the Software from
the Product and is valid for the lifetime of the Product.

= In case of violation of the License Agreement terms or inability to continue to
fulfill its terms, all components of the Product (including printed materials,
magnetic media, information files, archival copies) must be destroyed. The User
shall confirm the fact of destruction of the Product in writing. In this case the
License Agreement shall be considered lapsed.



Responsibility

The User purchases the Product and is responsible for its use in accordance with
the recommendations set out in the operating instructions.

Illegal use, distribution, reproduction for third parties, and copying of the
software are violations of the Law of the Russian Federation “On legal protection
of computer programs and databases” and is punishable by law.

In case of violation of this License agreement, the end User is deprived of the
right to use the Product; the warranty service is cancelled.

Guarantees of the Vendor (Supplier)

The vendor guarantees that the Product is in working order on the condition of
observance of requirements of maintenance of operating, transportation,
storage, correct use and usage in a “non-viral environment”.

In case of defects in the Software not related to violation of rules of use,
transportation and storage the Product is subject to complaint within 10 days
from the moment of discovery, and the vendor has to eliminate the defects upon
receiving notice of the claim as soon as possible by its power and means up to
the point of supplying copies of the product.

The warranty period for the Product is 12 months.

The starting date for calculation of the warranty period of the product is the
date of delivery of the product, recorded in the form.

The vendor (Supplier) accepts claims to the quality of delivery of the
Product within thirty days from the day of delivery.

The warranty is expired after the warranty period.

Licensing terms and conditions, notices and information to third parties

The License Agreement makes reference to information in this file concerning
the terms and conditions applicable to included in this product third party
software code, as well as to certain comments and other information, that
"CyberSoft," 000 has to provide to you under its license to certain software
code. Relevant terms and conditions, comments and other information or links
to them are given below.

Notwithstanding the terms and conditions of any other agreements which may
be made between you and "CyberSoft," OO0 or any of its related or affiliated
companies (collectively "CyberSoft"), the following third party software code are
"Excluded components" and is subject to the following terms and conditions:

= Excluded Components are provided "as is";

= "CyberSoft" disclaims any and all express and implied warranties and
conditions with respect to the excluded components, including, but not
limited to them, the warranties of compliance or non-infringement of
copyright rights, as well as the implied warranties about commercial use
or fitness for a particular purpose;

= "CyberSoft" will not bear any liability to you and will not pay you any losses
on any claims related to the Excluded Components, as well as "CyberSoft"
will not be liable for any direct, indirect, incidental and consequential
damages or penalties related to the Excluded Components.

= The Program includes software currently developed by The OpenSSL
Project (http://www.openssl.org/). The OpenSSL toolkit falls under a
dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit. See below for the actual
license texts. Actually both licenses are BSD-style Open Source licenses.
In case of any license issues related to OpenSSL please contact openssl-
core@openssl.org.

"CyberSoft" obtained the majority of the OpenSSL software under the
terms and conditions of the following licenses:

= OpenSSL License. Copyright (c) 1998-2011 The OpenSSL Project. All
rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:




= Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

= Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

= All advertising materials mentioning features or use of this software
must display the following acknowledgment: "This product includes
software developed by the OpenSSL Project for use in the OpenSSL
Toolkit. (http://www.openssl.org/)"

= The names "OpenSSL Toolkit" and "OpenSSL Project" must not be
used to endorse or promote products derived from this software
without prior written permission. For written permission, please
contact openssl-core@openssl.org.

=  Products derived from this software may not be called "OpenSSL" nor
may "OpenSSL" appear in their names without prior written permission
of the OpenSSL Project.

= Redistributions of any form whatsoever must retain the following
acknowledgment: "This product includes software developed by the
OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)"

= This software is provided by the OpenSSL project "as is'" and any
expressed or implied warranties, including, but not limited to, the
implied warranties of merchantability and fitness for a particular
purpose are disclaimed. in no event shall the OpenSSL project or its
contributors be liable for any direct, indirect, incidental, special,
exemplary, or consequential damages (including, but not limited to,
procurement of substitute goods or services; loss of use, data, or
profits; or business interruption) however caused and on any theory
of liability, whether in contract, strict liability, or tort (including
negligence or otherwise) arising in any way out of the use of this
software, even if advised of the possibility of such damage.

Original SSLeay License. Copyright (C) 1995-1998 Eric Young
(eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young
(eay@cryptsoft.com). The implementation was written so as to conform
with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the
following conditions are adhered to. The following conditions apply to all
code found in this distribution, be it the RC4, RSA, |hash, DES, etc., code;
not just the SSL code. The SSL documentation included with this
distribution is covered by the same copyright terms except that the holder
is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the
code are not to be removed. If this package is used in a product, Eric
Young should be given attribution as the author of the parts of the library
used. This can be in the form of a textual message at program startup or
in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

= Redistributions of source code must retain the copyright notice, this
list of conditions and the following disclaimer.

= Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

= All advertising materials mentioning features or use of this software
must display the following acknowledgement: "This product includes
cryptographic software written by Eric Young (eay@cryptsoft.com)" The
word ‘cryptographic’ can be left out if the rouines from the library being
used are not cryptographic related :-).

= If you include any Windows specific code (or a derivative thereof)
from the apps directory (application code) you must include an




acknowledgement: "This product includes software written by Tim
Hudson (tjh@cryptsoft.com)"

= This software is provided by Eric Young "as is" and any express or
implied warranties, including, but not limited to, the implied warranties
of merchantability and fitness for a particular purpose are disclaimed.
In no event shall the author or contributors be liable for any direct,
indirect, incidental, special, exemplary, or consequential damages
(including, but not limited to, procurement of substitute goods or
services; loss of use, data, or profits; or business interruption)
however caused and on any theory of liability, whether in contract,
strict liability, or tort (including negligence or otherwise) arising in any
way out of the use of this software, even if advised of the possibility of
such damage.

= The license and distribution terms for any publically available version or
derivative of this code cannot be changed. i.e. this code cannot simply
be copied and put under another distribution license (including the GNU
Public License).

Assistance on how to use the Software

To learn more about the product please read the following sections.

Additional information about the Software

For more information on Cyber Safe Top Secret visit the program website
www.cybersafesoft.com. The website provides detailed video tutorials about how
to use the software’s basic functions.

On the forum you can ask questions, learn about troubleshooting techniques and
the experience of other users.

Contact Information

For technical support, please send an email to support@cybersafesoft.com or use
the contact form on the website: http://cybersafesoft.com/contacts. Please note
that technical support by e-mail is possible only for users who use a paid version of
the program.

Company address: Russian Federation, Moscow, Marxist str., 32
Tel.: 8 (800) 555-28-43




CyberSafe Top Secret. Basics

This section describes the terminology and basic functionality of
CyberSafe Top Secret, as well as providing some important concepts from
the field of cryptography.

In this Section
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Terminology and main functions of CyberSafe Top Secret

To use the CyberSafe as efficiently as possible, you should become familiar with
its basic features, and technical terms, which are discussed in this section.

Terminology of CyberSafe Top Secret

Before you first start working with CyberSafe Top Secret, you should be familiar
with the following terms:

= Encryption. The process of encoding of information to help protect it from
unauthorized access. Gaining access to encrypted information without a special
decryption key is impossible, so even if an attacker manages to get it, they will
not be able to use it.

= Decryption. The process of receiving of encrypted messages and decoding
them, whereby the protected data goes back to its original state and becomes
available for use.

= Digital Signature. Data you send to other users can be digitally signed by
private key. Once the recipient gets the files he checks the digital signature
on them using the public key and this test proves that the data received is
from you and not from anyone else.

» Verifying Digital Signature. The process that allows you to determine whether
the private digital signature key of a particular user was used to create it or not.

= Key pair. The combination of a private and public key. When creating a
Certificate in CyberSafe you are actually creating a key pair. In addition to the
Private and Public keys, it includes your name and email address, which is very
convenient. A key pair is your identification in the digital world the same way
as your passport or driver’s license identifies you in the physical world.

= Public Key. Public-shared key that you send to other users in order to enable
them to send you messages encrypted by it (messages that can only be
decrypted using the private key) and to verify your digital signature. Public
keys are intended for wide distribution. Public and private keys are
mathematically dependent on one another, however, obtaining the private key
from the public key is impossible.

= Private Key. Your personal secret key, which should be kept confidential.
Only it will allow you to decrypt data encrypted using the Public Key. Also
only the Private Key allows you to create digital signatures, which can be
verified using the Public Key.

Warning. Do not entrust your private key or password to anyone! Keep
private key completely confidential.



= Keyserver. The place Public Keys are stored. Some companies use Keyservers
to store their employees’ Public Keys, so they can find each others’ Public Keys
and exchange encrypted messages.

= Smart cards and tokens. Portable devices on which you can create or to
which you can copy your key pair. Creating a key pair on a smart card or
token you increase the level of security because to encrypt or decrypt files or
to create or verify a digital signature you will have to have this portable
device. Therefore, if an unauthorized user tries to access your computer your
encrypted data will be completely safe because your key pair is not stored on
your hard drive but on a smart card or token, which is on your person.

A copy of a key pair on a smart card or token is a good way to use it
without interacting with the operating system, create a backup copy, and
distribute your public key.

Main functions of the Software

CyberSafe Top Secret is a software that uses cryptography to protect your
data from unauthorized access.

CyberSafe’s functions allow it to accomplish a great many tasks in the field of
information security. A list of main functions of the program is given below.

= File and Folder Encryption. A function that provides the ability to encrypt
any file, folder or multiple files to be stored on a personal computer or to send
to other users. Encryption can be Public Key Infrastructure-based (PKI) or
password-based. You can decrypt files using CyberSafe Top Secret only.

= Creating Encrypted Zip-Archives. A feature that allows you to combine
any number of files and folders into single encrypted archive for easy
transfer or backup. The zip-archive is password-protected; it can be
decrypted on any computer.

= Working as a Certification Authority. CyberSafe Top Secret includes the
specialized application CyberSafe Certificate Authority, designed for creating,
storing and working with certificates, as well as working as a Certification
Authority.

= Email encryption. A function to protect e-mails that are exchanged via clients
such as Outlook, The Bat!, Thunderbird and others. With this feature all your
e-mail correspondence will be protected from outsiders.

= Digital Signature. A function for creating digital signatures on files and
folders using a Private Key, as well as ensuring the verification of signatures
using Public Keys.

Symmetric and Asymmetric cryptography

Symmetric cryptography got its name due to the fact that the same secret key is
used in the process of encryption and decryption of information. It is also called
traditional cryptography. This type of cryptography is great for protection of files,
which are not expected to be transferred to other users. However, if you intend to
send encrypted data to someone else, especially to people with whom you are
unfamiliar, this kind of data protection is not very good. In practice, sending secret
keys, especially on unsecured communication channels and updating them in a
safe and reliable way is very problematic.

Asymmetric cryptography. In the process of encryption and decryption of
information different keys are used - Private Keys and Public Keys. Therefore, this
kind of encryption is also called PKI-Based encryption (Public Key Infrastructure).
The Private Key is your personal secret key that is used to decrypt messages and
create digital signatures. This key should be kept secret from others with the
utmost confidentiality. The second key is open or public. In accordance with its
name, you can share it with other users. Actually, you have to share it.

Asymmetric cryptography works as follows. Suppose you want to exchange
encrypted messages with a friend from another city. Each of you must have
CyberSafe Top Secret on your computers. First of all, you both must create your
key pairs consisting of public and private keys. Your Private Key you keep secret,



and the Public Key is published on the Keyserver. So does your friend. After that
you download your friend’s Public Key from the Keyserver, and he downloads
yours (other possibilities exist for the exchange of Public Keys; read more about
this in section “Working with keys”). Now your friend can send you a message
encrypted with your public key. Data encrypted with a Public Key can only be
decrypted using a Private Key. Even your friend will not be able to decrypt the
message, he encrypted. Public and private keys are mathematically linked,
however obtaining a private key from a public one is impossible.

More about cryptography

For more information about cryptography, visit the CyberSafe homepage from the
main menu of the program.

Using CyberSafe Top Secret for the first time

When you first use CyberSafe Top Secret we recommend you follow these steps:

1

Install CyberSafe Top Secret on your computer

If you are a corporate user, your system administrator may offer you
special instructions for installing or configuring the Software. But
anyway, installation is the first step.

Follow the recommendations of the program

To help you get started with CyberSafe after installation, the program
will prompt you through several stages:

= Create a Certificate and a Key pair;
= Publish your Certificate and Public Key on the Keyserver.

If the setup wizard has been configured by the system administrator,
the software can suggest other tasks.

Exchange Public Keys with other users

After the Certificate is created, you can exchange encrypted messages
with other users (having previously exchanged Public Keys). The
exchange of Public Keys is the first and important step. To send the user
an encrypted message, you need a copy of his Public Key, and to allow
the user to send an encrypted message to you, he has to have your
Public Key. If you didn’t publish your public key on the CyberSafe
Server, do it now. If you don’t have the Public Key of the user to whom
you want to send an encrypted message, the CyberSafe Server is the
first place to search for it.

Check any Public Keys you download from untrusted servers

If you download a Public Key from an untrusted server try to make sure
that it has not been changed and that this key really belongs to the right
person. To do this, compare the unique fingerprint of your copy of the
Public Key of the user with unique fingerprint of a genuine Public Key (a
good way is to call the owner of the key on the phone and ask for
information about the unique fingerprint, so you can compare). Public
Keys stored on trusted servers, such as the CyberSafe Server have
already been checked.

Start protecting your files and e-mail

After the Key pair has been generated and you have exchanged Public
Keys with other users, you can begin to use encryption, decryption,
digital signing and verification with e-mails and files.



Installation of the CyberSafe Top
Secret

This section describes how to install CyberSafe Top Secret on a local
computer, and the first steps of how to use the program after
installation.

In this Section
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Before installation

This section describes the minimum system requirements needed to successfully
install CyberSafe Top Secret on a local computer running Windows.

System Requirements

Before starting the installation, make sure that your operating system meets
the following minimum requirements:

=  Microsoft Windows 2000 (SP 4),Windows Server 2003 (SP 1, 2), Windows XP
Professional 32-bit (SP 2, 3), Windows XP Professional 64-bit (SP 2),
Windows XP Home Edition (SP 2, 3), Windows Vista (all 32- and 64-bit
versions, including SP 1, 2), Windows 7 (all 32- and 64-bit versions),
Windows 8 (all 32- and 64-bit versions).

Note. The Software will be fully compatible with the above operating systems
only if they have all the latest Microsoft updates.

= 512 MB RAM
= 88 MB free hard drive space

Installing and configuring CyberSafe Top Secret

This section contains information about how to properly install and
configure CyberSafe Top Secret.

Installing the Software

Note. To install CyberSafe Top Secret you must have administrator rights. Before
starting the installation, we recommend you close all other applications and
programs.

P To install CyberSafe Top Secret, follow these steps:
Find the installation setup file on your computer - a file with *.exe extension.

2 Double click on this setup file.
3 Follow the instructions on the screen:

In the CyberSafe Setup Wizard, click Next.



The default path for files with the installed program will be as follows: C:\
Program Files\CyberSafe Top Secret 2\. If you want to choose a different
installation directory, use the Browse button. Then click Next:

[ /o CyberSafe Top Secret 2 Setup e

Installation Folder Advanced Installer

This is the folder where CyberSafe Top Secret 2 will be installed.
Collecting information
Preparing installation
Installin Z .
< <t", Toinstall to a different folder, enter it below or click

Finalizing installation

Folder:

C:\Program Files\CyberSafe Top Secret 24

After you are finished preparing for installation, click Install. If you decide
to change some of the settings, return to the previous settings, using the
Back button.

If the installation was successful, on its completion, you will see the following
window in which you should click Finish. If you want to launch the program
immediately after installation, check the appropriate checkbox:

=tup X .

CyberSafe Top Secret 2 Setup Complete Advanced Installer

Click the “Finish" button to exit the Setup Wizard.

Collecting information
Preparing installation
Installing

Finalizing installation B Launch cy fe Top Secret 2

i [l e




4 If you are prompted to restart your computer, do so. Installation of
CyberSafe Top Secret 2 is finished.

Creating a Certificate and configuring the Software

Once installation is completed CyberSafe Top Secret and, if necessary, your
computer is rebooted, the program will start automatically.

Create Certificate

E-mail * test@c\(bersafesoft.com

Password * |esessesccsce | J B show password

Password is strong

MName * Test Certificate
Organization Unit Q&4 Dpt.
Organization ‘CyberSoft LLC.

Country |Russia

validity, days 1365 5]

Key size, byte

Publish after creation

It is recommended to fill in the optional fields - this information will be present on
your certificate, including your photo. Specify the size of the encryption key in the
range from 1024 to 4096 bits and its term of validity. A checkmark in the
checkbox Publish after creation will lead to automatic publication of your certificate
on the CyberSafe Server - leave it enabled and click the Next button.

After that, your certificate keys will be generated, and a code will be sent to
the email address you entered. You have to type the code into the appropriate
field and then your Certificate will be published on the Server.

The confirmation code

Please check your email and copy paste the
confirmation code for the certificate publishing

7DCIE

After successful confirmation, Certificate creation is completed. The result can
be seen in the Main window:
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Creation of the Certificate is finished.

Uninstalling CyberSafe Top Secret

You can delete the Software from your local computer using the standard Windows
function “Add or Remove Programs”.

P To uninstall CyberSafe Top Secret using the standard Windows
function do the following:

1 Go to Start > Control Panel > Add or Remove Programs.

2 In the list of installed programs find CyberSafe Top Secret and click Remove.

In the system dialog box requesting confirmation to delete the program, click
Yes.

Moving CyberSafe Top Secret from one computer to another

Moving CyberSafe Top Secret from one computer to another is not a complicated
process. The main task is to correctly move a Key File, which you will have to
export from the database of the program that is installed on the one PC and import
to a said database on another PC.

» To move CyberSafe Top Secret to another computer do following:

1 Select All Keys, in the Work Area select your Certificate and in the Options
Menu press Export button.

2 In the dialog box enter your password for this Certificate.



CyberSafe Files Encryption

File Edit View Tools Help

Keys and Certificates -> Al Keys

¥ Keys and Certificates

» [ ] B

Create |

5%

Export |

B

Publish |

2]

Import |

Q

Search

LD

o

Delete |

lp Private Keys

/\'7‘|Test Certificate <test@cybersafesoft.com:> |

<@ Search for Key

¥ Files Encryption
ﬁl Encrypt files

Decrypt files

3 You should export the Key File with *.id extension, so in the pop-up window

you must tick “ID file export”:

Export Certificate

PF¥ file export

CER file export
Private Keys export
Public Keys export
PID file export

|| cancel |

4 Specify the folder to which you are exporting the selected files and click
Accept. The selected files will be exported. Key file name the same as your e-
mail and has the *. id extension. Copy this file to the new computer and, if
necessary, remove CyberSafe Top Secret from the previous PC.

Note. After uninstalling CyberSafe Top Secret from your local computer,
certificates and Key files you’ve created will not be deleted.

5

6

Install CyberSafe Top Secret on the new computer according to the

instructions described above.

Select All Keys and in the Options Menu press the Import button. In
Windows Explorer, locate the key file, specifying the location where you copied
it, highlight it, and click Open. In the next window type your password. Next,
the program will import the specified key file and create your Certificate.

Moving CyberSafe Top Secret to another computer is finished.



CyberSafe Top Secret User
Interface

This Section describes CyberSafe Top Secret’s User Interface.

In this Section

Access to the CyberSafe Top Secret’s main functions............................... 20

Access to the CyberSafe Top Secret’s main functions
Access to the main functions of the program is possible through its Main Screen
that you can open either double clicking on the program shortcut (*.exe file),
or by clicking Start > All programs > CyberSafe Top Secret 2.
The Main Screen

The interface of the Main Screen contains all of its general functions.

CyberSafe Top Secret 2.2.14 (Ultimate version)

File Identification View Tools Help 1
Keys and Certificates -> All Keys
¥ Keys and Certificates o G D G D =
» e » B B B O 1 @)
| Create || Export || Publish || Import || Search || Delete
o Private Keys S8 Y qennadiy <gennadiy@dorf.ru>

ﬂ OpenSSL <Serial number: BC9B70E05D67F4DD >
ﬁ KpunTo Mpo MOCT <Serial number: CAD4F9EA3150CBCE >

¥ Files Encryption o 0

ﬁl Encrypt files
fﬂ Encrypt to send

&% Search for Key

@ Transparent encryption
Cloud encryption
Decrypt files

¥ Digital Signature o
[ sianfie

E;fﬁ Verify signature

¥ Drives encryption o

e -
== Enayptdrive

a Virtual drive

Cyber Safe Top Secret Main Screen includes:

1 Main Menu. Provides access to the basic functions of the program. Menu
items contain further drop down tabs corresponding to the selected category.

2 Options Menu. Contains the options Create, Export, Import, Publish, Search
and Delete and others. All or some of them can be applied to files, folders,
drives, and certificates.

3 Keys and Certificates. The tabs “All keys”, "My private key”, and “Search
for keys” are available. In search results you will receive information based on
the name or email address of users.




4 Files Encryption. You can encrypt files and send them to the recipients or
encrypt data on your local PC using Transparent Data Encryption feature.
Also Cloud encryption feature is available.

5 Digital Signature. Allows you to create your own digital signature as well as
verify other users digital signatures.

6 Drives Encryption. Allows you to encrypt hard drives and partitions of any
size and to create encrypted virtual drives.

7 CyberSafe Top Secret Work Area. Displays information and actions that
can be undertaken in accordance with the selected menu item.

Boxes in the vertical menu numbered 3 and 4 are initially displayed in expanded
form, but they can be minimized to help you work more efficiently. To

b4

minimize/maximize a box use the icon .

Items in the Options Menu, as well as the content of the Working Area
change depending on which of the items in the boxes were selected.

For example, if the Encrypt Files function is selected, the Work Area will be
ready to accept files and folders for encryption (you simply can drag and drop
them there) and in the Options Menu items Add Folder and Add File will be active.

At the same time, if the item All Keys is selected in the Work Area a list with all
available keys will be available and in the Options Menu items Create, Import and
Search will be active.



Working with CyberSafe Top
Secret Keys

By working with keys CyberSafe Top Secret means the creation and
storage of Key pairs and Certificates, as well as importing and exporting
Private Keys and Public Keys.

This section describes the types of keys, the process of creating the Key
pair and Certificate, distributing your Public Key, and getting Public Keys
from other users.

In this Section

VIEWING KBYS. . oo 26
Creating of a Key pair.... .. ... 26
Protecting your Private Key. ... 27
Distributing a Public Key. . ... ... 29
Obtaining a Public Keys from otherusers.. .............. ... ... ... i, 31
Importing Keys and Certificates. .............. . 32
Working with Key Servers. ... 32

Viewing Keys

To view keys on your key ring open CyberSafe Top Secret and in the box Keys
and Certificates select:
= All Keys. All keys on your key ring will be displayed.

= Private Keys. All your Private Keys will be displayed.
= Search for Key. Search for a key by the user’s e-mail address.

Your Private keys have an icon £ and contain your Public and Private Keys.
Other users’ keys are displayed on the key ring when the item All keys is
selected have an icon @ and contain only the Public Keys of those users.

Creating a Key pair

Perhaps you have already created a Key pair in the CyberSafe Top Secret
independently after the first start of the program, or working with its previous
versions, but if not, you need to do it now, because when using CyberSafe Top
Secret virtually every everything you can do involves a Key pair.

Creating a Key pair in CyberSafe Top Secret takes place during Certificate
creation. Generated keys are stored in the program’s database and, if
necessary, can be exported as individual files.

Warning. Do not keep creating new keys and certificates. Certificates used in
CyberSafe Top Secret work like an electronic passport or driver’s license; by
them in large numbers, you will eventually confuse yourself and those users with
whom you exchange encrypted messages. It is best to have one Certificate and
one Key pair.

» To create a Key pair:
1 Make sure the item Keys and Certificates is selected.

2 In the Options menu select Create. Go through the procedure for
creating a Certificate that is described in detail in the section “Creating a
Certificate and configuring the Software”.

Specify the Key size in a range from 1024 to 4096 bits. The larger the



key, the more secure it is, but the longer it will take to generate.

Specify the Validity of the Key in days. By default validity is 365
days. On the expiration of a validity period you will need to create a
new Key pair.

3 Make sure that after you create a Certificate, it and the generated keys
are displayed on the key ring in the Work Area. If you do not see the
new Certificate in the list, ensure that the item All keys or Private Keys
is selected in the box Keys and Certificates.

Warning. At this stage it is recommended to make a backup copy of your Private
key and save it in a safe place. Your Private key is very important - if you used it
for encryption of valuable data and then loose the Key it can be devastating.
Read more about it in clause “Protection of the Private key”.

Using Passwords

Encrypting a file and then being unable to decrypt it is a painful experience that
will make you understand how important it is to choose a password that you
can always remember.

Most applications require the creation of password from three to eight characters
in length. It is a bad idea to use a word that can be found in the dictionary as
your password. This is not recommended, since this password is vulnerable to
attacks using password guessing from a database compiled from dictionaries. The
approach here is that a program for breaking passwords goes through all words
available in the dictionary and their combinations until it can determine your
password. These programs can find arrays with passwords, even if they use
terms that have been more or less changed from their original form in the
dictionary.

To protect against this type of attack it is recommended to create a password
which includes a combination of uppercase and lowercase letters, nhumbers,
punctuation marks and spaces. This will ensure a strong password, but
complicate its memorization.

Desire to resist such attacks leads you to create a strong password that is easy to
forget. This can lead to loss of information, because you cannot use the password
for decryption of your own protected files.

If the password was chosen impromptu likely will lead to it being completely
forgotten. Try to use phrases that have already taken root in your long term
memory. This should not be something that you recently repeated to someone,
and it shouldn’t be a famous quote, because your goal is to create a password
that is difficult for attackers to guess.

Of course, if you will be so unreasonable as to write your password, and attach it
to a monitor or put it into a drawer, then it will not matter how difficult a
combination you chose.

For more information on this issue, see clause “Working with passwords”.

Protection of Private Key

"CyberSoft" strongly recommends that you perform the following steps
immediately after you create your own certificate and key pair.

Warning. Not using the following guidelines may lead to a loss of
valuable data in the future.

= Create a backup of your Private Key in another safe place as long as
your primary copy has not damaged or lost yet. For more information
on this issue see the paragraph “Creating backup copies of Keys"

= Look at the selected password again to make sure you do not forget it. If
you are unsure about this, change your password RIGHT NOW to one you
will not forget.

Your Private Key is very important because if the data was encrypted using the



sender's Public Key, decryption is possible only with the recipient’s Private Key.
This is also true for your password. If you lose your password or Private Key you
will not be able to decrypt data encrypted using the sender's Public Key as well as
data encrypted for your personal use.

Once data is encrypted, nobody, not even the “"CyberSoft” Company will be able
to decrypt it without your Private Key and password. This means that if you
encrypt important information for personal use and then either forget your
password or lose your Private Key, the encrypted data will be completely
inaccessible and unusable.

Measures used to protect your Private Key

In addition to creating backup copies of your keys, you must also be very careful
with respect to where to store your Private Key. Despite the fact that your private
key is protected by a password, known only to you, there is a possibility that
someone will find out your password and then will be able to use your Private Key
to decrypt your emails or forge your digital signature.

In order to prevent attackers who might intercept your password and use your
Private Key you should store it only your personal computer. If your computer is
connected to a network, make sure that your files are not included in a general
backup where other users can access your Private Key.

Given the fact that when you connect to the network your computer becomes
more vulnerable, if you work with valuable information, your Private Key can be
stored on a floppy disk that can be used as an old-fashioned key whenever the
need arises to read or sign the secret information.

Note. Changing the password on your Private Key does not automatically
Change the password on any copies of the key (for example, created
during backup). If you suspect your Private Key and Certificate could be
compromised, "CyberSoft" recommends that you remove all previous
copies of the key and then create the Certificate again.

Creating backup copies of a Private Key

Your Private and Public Keys are stored in the database of the program in an *.id
file. To create backup copies of them to store in another location on your hard
drive or on a USB stick the Key should be exported from the database.

» To create backup copies of your keys:

1 In the box Keys and Certificates select Private Keys.

2 In the Work Area in the list of your Private Keys highlight the key you
want and press Export. In the dialog box enter the password for this
key (Certificate).

3 In the dialog box tick ID file export and specify a location on your
computer or removable media where your keys will be exported, then
click OK:

|

Export Certificate

PF¥ file export

CER file export
Private Keys export
Public Keys export
PID file export

@ OFGP Keys export

C:\Documents and SettingsiAdminiPaouwii ¢ [ |

| [=Gancelis|




4 The exported file containing your Private and Public keys has the *.id
extension. If the directory to export is different from the place where
you want to store your backup copy of the keys, locate the exported file
with this extension and copy it to a safe place. This can be a CD or DVD,
or another PC or USB-flash drive that you keep in a safe place. Please
note that you must not share this file with other users, as it
contains your Private Key.

What if a Private Key is lost?

If your Private Key is lost and you don’t have a backup copy, you'll never be able
to decrypt information encrypted by this key for your personal use as well as
information encrypted with the appropriate Public Key by other users. This
information is useless and cannot be recovered.

Distribution of Public Key

Once your Key pair is created, you need to distribute copies of your Public key to
those users with whom you intend to exchange encrypted messages. You make
your Public Key available to those who will send you encrypted information and
verify your digital signature and you need the Public keys of the users you plan
to send encrypted messages.

You can distribute the Public Key in several ways:

= Publish your key on the server (see paragraph "Publishing on the
server"). By and large, this method is the basic and it may be sufficiently.

= Add the Public Key in e-mail message (see paragraph "Adding a Public
Key in e-mail message").

= Export the Private Key to a file (see paragraph "Exporting Private Key to
a file").

Publishing on the server

The best way to make your Public Key available to others it is put it on a public
server, which is a large database of keys. Thus, users will be able to send you
encrypted messages without having to specifically request a copy of your Public
Key. Also, you don’t need to store large amounts of Public Keys that you rarely
use.

There are many key servers around the world including CyberSafe’s Server
on which you can make your public key available to all.

Before you start working with some of the key servers and place a copy of
your Public Key there, please note the following points:

= Is this the key you intend to use? Other users will try to contact you and
encrypt information using this Public Key. Therefore, we strongly recommend
that you publish only Public Keys that are really intended
for other users on keyservers.

=  Will you remember the password for this key? Or, if you do not intend to
use it, perhaps it would be better not to publish the key on the server?

= Some key servers, unlike CyberSafe’s Server, adhere to a policy that if a
Public Key is published on the server it must remain there in future because
of which you may have difficulty with removing a Public Key. On some
servers, there are functions for automatic key distribution to other servers,
so even if you can remove your key from the server, it can still appear on it
later.

As a rule, users publish their Public Keys on the CyberSafe Server during the
creation of a Certificate and Key pair. If you have already done it, you don't
need to publish your Public Key again. In most cases, there is no need to
additionally publish your Public Key to other key servers.

Take into account the fact that other servers cannot authenticate published Public
Keys, so if you download a Public Key from this server you may be required to
spend more effort to contact the owner of this Public Key and compare the
unique electronic fingerprint of this key.
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To publish the Public Key on the server manually
1 Open CyberSafe Top Secret.
2 Make sure in the box Keys and Certificates the item My Private keys
is selected.
3 In the Work Area select the key you want to publish and in the
Options Menu press the Publish button.
4 A confirmation code will be sent to your email. Copy and paste it in the

dialog box and click Accept. After this your Public Key will be
published on the server.

Once your Public Key is published on the server it becomes available for users
who want to send you encrypted data or to verify your digital signature. Even if
you do not specify your Public Key to the users directly, they can obtain a copy
by using the search function and your email address.

Many users include the web address of their Public Key at the end of their e-mail
messages. In most cases, the recipient of this e-mail just clicks on the address
to obtain a copy of the Public Key on the server. Some even place a unique
fingerprint of the Public Key on their business cards for easier verification.

Adding a Public Key into e-mail message

Exporting a Publ

Another good way to distribute your public key to other users is to add it to an e-
mail.

When sending your Public Key, don't forget to sign the email with its digital
signature. Thus, the recipient can verify your signature and make sure that no
one has tampered with the information at this stage. Of course, if your key has
not been checked by any trusted guarantor, the recipient can be sure that it is
your digital signature only by its unique fingerprint checking with you personally.

ic Key to a file

Another way to share a Public Key with others is exporting it in a *.pid file,
after which you should make this file available to the person you want to
exchange encrypted information with.

Obtaining Public Keys from other users

Besides the fact that you need to distribute your Public Key, you also need to
obtain Public Keys from other users to send encrypted messages to them and
verify their digital signatures.

You can do it in several ways:

= Find the public key manually on the server;
= Add a Public Key attached to an email to your key ring;
= Get a Public Key from an exported file.

Public keys are just blocks of text, so they can easily be added to your key ring
by importing them from a file or by copying them from an email.

Downloading Public Keys from a Key Server

4

If the person you want to send an encrypted message is an experienced user of
CyberSafe Top Secret, they probably already put their Public Key on the
CyberSafe Server or on another server. This is convenient because it always has
the most recent version of the key. In addition, it eliminates the need to store
lots of public keys on your key ring.

There are numerous public key servers, such the CyberSafe Server, where you
can find the other users’ keys. If the user hasn’t specified the web address where
their Public Key is stored, you can access any keyserver and search for the key
using their name or email address. This may or many not work however, because
not all public key servers regularly update information about keys stored on other
servers.

To obtain Public Key from a keyserver



1 Open CyberSafe Top Secret and in the Keys and Certificates box
select the option Search for Key.

2 In the dialog box type the user's e-mail address and click Accept.
3 If user’s key is already on the CyberSafe server it will
automatically be added to your key ring.
4 To check whether the key has been added to your key ring select All

Keys. The key should be displayed in the list of the keys.

Importing Keys and Certificates

In CyberSafe Top Secret you can import certificates that were created
previously. For this you will need a *.id file containing your Public and Private
Keys. Once imported, you can use a Certificate to encrypt files and to create
digital signatures.

You can also import other users’ Public Keys to your key ring if a *.pid file is
available to you. This file contains the user’s Public Key (for example, he copied
this file onto your computer or uploaded it to somewhere you can download it
from). After you import the Public Key, it will be added to your key ring and you
will be able to encrypt files for this user.

»p To import a Certificate

Note. Before you import a Certificate that contains a Private Key, make sure
you know the password for this Certificate.

1 Open CyberSafe Top Secret and select the Keys and Certificates box.

2 In the Options Menu select the Import button.

3 In the system window specify the path to a *.id or *.pid file and click
Open.

4 The Certificate will be imported and the key will be displayed on your key

ring. To check whether the key was imported select All Keys and find it
in the list of the keys.

Working with Key Servers

You can use the CyberSafe Server or any other public server available on the
Internet to store keys.

= The CyberSafe Server. CyberSafe provides a free public key server for
our user’s convenience, providing quick and easy access to the Public Keys
and Certificates of other users of the program. It uses new technology that
verifies the key associated with a given email address. So the server does
not store unused keys or multiple keys assigned to the same email
address. Also, the server has none problems associated with older
generation servers.

By using the CyberSafe Server you greatly increase your chance to
find a particular user’s public key.

= Other key servers. In most cases, other key servers are also open
publicly-accessible servers that store users’ Public Keys. Nevertheless, you
may have access (for example, through a company in which you work, or
for any other reason) to private servers.



Email protection

This section explains how to use CyberSafe Top Secret to protect your e-
mails when using e-mail clients.

In this Section
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E-mail encryption using CyberSafe Top Secret

To protect email correspondence we use encryption. CyberSafe Top Secret
provides you the ability to protect your e-mails when using any email client
(Thunderbird, Microsoft Outlook, The Bat! and others).

Before you begin exchanging encrypted messages with other users, you need to
exchange Certificates containing Public Keys with them. This can be done by
sending each other digitally signed messages and then adding the user
Certificate to your list of contacts.

Once you and other user have certificates with each other, sending encrypted
emails will be no different than sending normal emails. It will also encrypt any file
attached to messages.

Exporting Certificates to X.509 and PKCS#12 format

To work with mail clients you need a PKSC#12 Certificate (a file with the *.PFX
extension) and X.509 Certificate (a file with the *.CER extension). Some mail
clients require the Certificate to be placed in Windows storage, others import
them into their own storage.

P To export a Certificate in a *.PFX file

1 Open CyberSafe Top Secret and in the Keys and Certificates box select
All Keys. All keys on your key ring will be displayed.

2 Highlight the necessary Certificate from the list and in the Options Menu
click Export.

3 In the dialog box enter your password for this Certificate.

4 In the next dialog box tick PFX file export and CER file export. Specify
a location on your computer where the Certificate will be exported to.
Click OK:
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6 The Certificates are exported to the specified place with a *. pfx and *. cer
extensions.

Consider that together with these two certificates CyberSafe Root Certificate was
exported which we will use to configure encryption in some mail clients.

Working with Microsoft Outlook
Using a .PFX Certificate, you can configure encryption and digital signatures in
Microsoft Outlook.

» To configure encryption

1 Install PKSC#7 Certificate to the Windows Storage. To do this double clicking
the .pfx file and follow Certificate Import Wizard instructions. This certificate
contains your Private Key, so you will have to enter your password.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User
() Local Machine

To continue, dlick Next.

2 Open Microsoft Outlook and select the appropriate Certificate (you don’t have
to import the Certificate in this case because when CyberSafe Top Secret is
running all certificates are already in Windows storage).

To do this, go to: File> Options > Trust Center > Trust Center
Settings > Email Security > Settings > Choose ...



Trusted Publishers E o Conall

DEP Settings

% Encrypt contents and attachments for outgoing messages
Add digital signature to outgoing messages

E-mail Security Send clear text signed ge when ding signed
[T] Request S/MIME receipt for all S/MIME signed messages

Attachment Handling Default Setting: |ve S/MIME (omilen@ya.ru) EI

Automatic Download

Privacy Options

Digital IDs (Certificates)

Macro Settings

Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.

Programmatic Access
| Import/Export... | | GetaDigital ID...

P VS

Security Setting Preferences
Security Settings Name:
I vl
Cryptography Format:  S/MIME v
[ Defaut Security Setting for this cryptographi Trmat Confirm Certificate
i Confirm this certificate by clicking OK. If this is not the correct certificate,
|| Default Security Setting for all cryptographic messages click Cancel.
| Security Labels... J | New | Delete Password...
Certificates and Algoritt gennadiy@dorf.ru
Signing Certificate: | | Issuer: CyberSoft CA
Hash algarithm: v Valid From: 5/28/2014 to 5/28/2015

et e | T Clckheeto view cntfcate

Encryption Algorithm: v properties

[V]Send these certificates with signed messages

[ o | [ canal |

box Encrypted e-mail tick Encrypt contents and attachments for
outgoing messages and Add digital signature to outgoing
messages.

3 Next, you need to test the encryption on yourself.

= Create a new contact. Go to: Home > Contacts > New contact.
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= The window for creating a new contact will be opened. Fill in the required
fields.
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= Next, you need to import the certificate for this contact (in this case
yours). To do this on the Contact tab choose Certificates and press
Import. In the system window Locate Certificate specify a path to a
*.cer file and press Open. (You can export this file from CyberSafe Top
Secret the same way as a *.pfx file (see the paragraph "Exporting
Certificates in .PFX format”.

[ Contact | Inset  FormatText  Review in

B XEE EARE E B Oy HYa KL
= 1= 3] Certificates a3z '} [} \ e

Save & Delete Save & OneNote General Details n More Address Check = Business Picture = Categorize Follow Private = Zoom Start
Close New & Al Fields - Book Names | Card  + - Up~ | inking
Actions ‘ Show \ Ci 1 Names ‘ Options ‘ Tags | Zoom ‘ Ink

Outlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.

Certificates (Digital IDs):

Properties...

Set as Default

@ v 1 L » gennadiy@dorf.ru v & Search gennadiy@dorf.ru P I

Export...

Organize v New folder =2~ 0 @ Remove

0] Microsoft Outlook

¢ Favorites i a]

B Desktop
‘;! Downloads gennadiy@dorf.r
"1l Recent places u
8 This PC
f! Network
File name: | gennadiy@dorf.ru v/ |Digital ID Files vl

Tools ~ Open Cancel 7

= In the dialog box that asks you whether you want to add the
certificate click Yes. In the window Certificates (Digital ID’s), a new
certificate will be displayed. Click Save & Close.



| Contact f Insert Format Text Review & ©

x Save & New ~ 8z 83 Activities LE3 aﬂl @] @ ‘ ) B8 Categorize () /
] OneNote 8| = 4] Certificates L —— ¥ Follow Up ~ \ £)
Save & | Delete General Details - More Address Check | Business Picture ) Zoom | Start
EA" Fields v Book Names Card - (&) Private Inking

Actions Show Communicate‘ Names Options Tags Zoom | Ink ‘

Outlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.

Certificates (Digital IDs):
ennadiy(Default]

‘ Properties...
Set as Default
Import...

\ Export... ‘

\ Remove J

The Certificate has been added to the contacts.

= Send an encrypted message to yourself. To do this go to: Mail > New
E-mail. In the To field select the contact you created by highlighting it
from the Address Book list and click OK:

Search: @ Nameonly ()More coumns  Address Book
l Go lContacts - Other Address Books v| Advanced Find

Display Name E-mail Address

Gennadiy (gennadi gennadiy @dorf.ru

= Fill in the Subject: field, enter the message and press Send:



Slld® e = “test - Message (HTML) = H

File, ‘ Message Insert Options Format Text Review a

[Ef Calibri (Body ~ 11 = A" A" v =~ E& \ﬂ g] g = @ ¥ Follow Up - Q

¥ High Importance

B
Paste B 7 U ¥ - == Address Check = Attach Attach Signature Zoom
- ¥ - a [%]_ o= Book Names | File Itemw v 4 LowImportance |
Clipboard &‘ Basic Text Names | Include ‘ Tags i’.f Zoom |
‘ ‘ To... | gennadiy@dorf.ru |
=9 [
= lres | I
Send

| Subject |test

[»1&1

testl

[+]

= Go to Home > Inbox. In the list of incoming messages a message you
sent will appear. It is encrypted, as evidenced by the blue icon with a
padlock in the upper left corner. Click on it with the mouse to
automatically decrypt and open it in a nearby window.

If you do not see the email you sent in your inbox, go to the
Send/Receive, and then click Update Folder.

9 |+ xop,uume-gennadiy@dorf.nmnicrosoﬂOutlookt.
Home ‘ Send / Receive Folder View ESET o

& Update Folder &= =3 T—";Mark to Download ~ = {’ %

3 = Send All ¥ Unmark to Download ~
Send/Receive .. Show Cancel Download " Dial-Up Work
All Folders L=} Send/Receive Groups * | progress All | Headers . Process Marked Headers * | connection - Offline

Send & Receive Download | Server | Preferences ‘

> | pel
Search Bxoaawwe (Ctrl+E) ‘ test

Arrange By: Date [Newestontop 7| gennadiy@dorf.ru
e Ur 20,05.2014 17:48

'Gennadiy'

gned By gennadiy@dorf.ru

test

Folders
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[Assembla] [Cybersoft-support] #90: Mo...
] EBremwii XXykos (zhukov) 14:40
[Assembla] [Cybersoft-support] #90: Mo...
] Awppeii NMNiotukos (liutikov235819) 12:21
[Assembla] [Cybersoft-support] #44: 06...
-] Bapum ®unatos (vadimf) 12:20
[Assembla] [Cybersoft-support] #75: 06...
-1 Auppeii liotukos (liutikov235819) 11:48
=
=
=
=

*sjuawjuiodde Huiwoxdn oN ﬁ ~

[Assembla] [Cybersoft-support] #44: 06...
Esrenuii XXykos (zhukov) 10:50
[Assembla] [Cybersoft-support] #90: Mo...
helena.sa 10:44
[Assembla] [Cybersoft-support] Re: #90:...
Esrenuit XKykos (zhukov) 10:37
[Assembla] [Cybersoft-support] #90: Mo...
Esrenuii Xykos (zhukov) 10:03
[Assembla] [Cybersoft-support] #90: Mo...

syse]  :Aepo) »‘

v

4 Yesterday :
L] Esremuii XyKos (zhukov) Cp 21:47 v Gennadiy @ A

Items: 47  Unread: 31 | meg t00% O——0——@) 2l

. & m @ mH@mnpaanennble ﬂonAqume

= To view Message Security Properties or information about the digital
signature click the appropriate icons in the field of general information
about the message:



Subject: test
From: gennadiy@dorf.ru
Signed By: gennadiy@dorf.ru

Q The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally sign

the message, dick Details.

[]warn me about errors in digitally signed e-mail before message opens.

E Subject: test

Messages may contain encryption and digital signature layers. Each digital
signature layer may contain multiple signatures.
Security Layers
Select a layer below to view its description.
v
«’ Encryption Layer
+" Digital Signature Layer
‘... o Signer: gennadiy@dorf.ru

Description:
OK: Signed Encrypted message.

Click any of the following buttons to view more information about or make
changes to the selected layer:

Edit Trust... View Details... Trust Certificate Authority...

[Jwarn me about errors in digitally signed e-mail.

= If the user’s Certificate is valid and the digital signature is authentic,
you will see a green checkmark in the message safety properties
window.

Encryption is configured.

4 Similarly, send your Certificate (a *.pid file) in a digitally signed message to
other users and get their signed Certificates. When users are added to the
Address Book you can send their encrypted messages.

Please, note that if the user to whom you send an encrypted message hasn’t
received your Public Key yet, they will not be able to decrypt it. So first you
have to send them an unencrypted e-mail containing your Public Key and
signed with your digital signature.

To disable encryption go to the Options tab and disable Encrypt, leaving
Sign enabled:
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se Voling B Req P

Item To » Delivery Replies To

Message Insert | Options ‘ Format Text Review a
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9 g%‘ g% @ Encrypt [ Request a Delivery Receipt =
Bee  From | (3 Sign Save Sent Delay Direct

Send

Themes Show Fields | Permission ‘ Tracking ] More Options [}
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Subject: | signed message

Signed message

Ky

user@gmail.com

To add a recipient to your Address Book you need to right click on the sender’s
name and select Add to Outlook Contacts:

<

S| Home | Send/Receive

Y
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Microsoft Outlook checks the certificate in the following scenario. If the publisher
of the certificate is listed as trusted the certificate is considered trusted. In this

case CyberSafe Certificate Authority was automatically added to the trusted list

during the first run of the program.

Note. CyberSafe Top Secret allows you to create only a single certificate per

e-mail address. This means that if the user has not personally added any
invalid certificates, all messages with green tick opposite the item Digital

Signature Layer that he receives are trustable.




Working with The Bat!

» To configure encryption

1

2

Open The Bat! and go to Account > Properties:

< X
Message Specials Folder | Account | Tools View Workspace Options Help el
)t B &EaEs d
EHZ mymails (9 Delete.. =
Inbox Subject < Received  Created Size
3 Outbx & Get New Mail g
3 Sent Mail @ Send Queued Mail Shift+F2
~ Trash View Log Shift+Ctrl+ A
(B9 ESET Antispam % Refresh Ctrl+F9
{2 Infected Items L ;
B2 Hexenarenshas nouta E Dispatch Mail On Server >
@ ?"Pame""“'e B Sorting Office/Filters  Shift+Ctrl+S
: iy |89 Properties Shift+ Ctrl+P
[ YaaneHHbie
£ Yeprosuku
Sl gennady
~m Inbox - Known
[ Inbox
(% Outbox
(i3 Sent Mail
— Trash
M 4 » M| Al Information
<L >
All _~ Unread ~ Addresses
[ gennadiy | | 0/0 | EOnThe-FlyPwd  :

In the Account Properties window select General > Certificates > Edit Personal
Certificates > Import:

g3 General
] 8 Transport
] % Mail management
Options

IE Files & directories
[] Templates

» New message
-{% Reply

-{# Forward

-{Z» Reading confirmation
&) Save message

| General | Personal | Business | Certificates | Other |

Name ‘gennadiy

II Edit personal Certificates I

Edit personal vCard

From information

Erom Name Igennadiy

From Address !gennadiy@dorf.ru

Organisation

Issued To Issued By Expires Root
View [ Generate... ] [ Reset signers... ]
Export.., Delete Request.., Token Editor
[ oK || concet || Hep |

Cancel Help




3 In the next system window specify the path to the Root Certificate (about exporting this
file see paragraph “Export the Certificate to X.509 and PKSC#12 format").

v 1 . » gennadiy@dorf.ru v ¢ Search gennadiy@dorf.ru ye)

Organize v New folder g ~ m @

¢ Favorites 5 gennadiy@dorf.ru
B Desktop || gennadiy@dorf.ru.cspc
i Downloads U gennadiy@dorf.ru.cspk
2] Recent places || gennadiy@dorf.ru.csps
L] gennadiy@dorf.ru.id
1% This PC [aZ] gennadiy@dorf.ru
@ gennadiy@dorf.ru
ﬁ Network D gennadiy@dorf.ru.pid
__| gennadiy@dorf.ru.privateKey.pem

| gennadiy@dorf.ru.publicKey.pem
|F:;‘;l Root Certificate ]

File name: |Root Certificate v| |AlFiles ()

o ||

Click Open.

In the same way import your PKSC#12 Certificate (the file with the *.PFX extension). You
will have to enter your password to this Certificate.

4 The Certificates will be imported and displayed in the list of certificates:

| General | Personal | Business | Certificates | Other |

Issued To Issued By Expires Root

CyberSoft CA CyberSoft CA 10/23/2023 7:35:38...  CyberSoft CA
gennadiy CyberSoft CA 5/28/2015 7:24:56 ...  CyberSoft CA

Generate... | I Reset signers...

Request... Token Editor




Create a new message. To do this go to Message > New. Fill in To and Subject fields,
type the message. To encrypt and sign the message, select the appropriate buttons with
the padlock and green tick on the envelopes. Send your letter.

. Message Edit Search Format Utilities Spell Checker Privacy View Options &%

@ @ @ g @ (C10)]

To: gennadiy@dorf.ru ‘
cc: \
Subject: test @‘
‘@

test]

B s w5 oo anenan ([ 9 0 sy (] v e s e inaows_[5n0me (500

Please, note that if you haven’t got recipient’s Public Key yet, you will not be able to
encrypt your message. So first you have to get his Public Key (file with the *.cer
extension) from his signed message. To do this select View Valid Signature > View >
Add to Address Book:

Message Specials Navigation Privacy View #

&8 oS8T es ~ o=

= @ ¢ K Fom Subject < Received  Created

omilen gennadly signed message ; 8Jun 2014, 2...
-, gennadiy gennadiy@dorf.ru 333 8Jun 2014, 2... 8Jun 2014, 2...
gennadiy gennadiy@dorf.ru test 8Jun 2014, 2... 8Jun 2014, 2...
Anonymous lenHagwit (TenH... [Assembla] [Cybersoft-su... 8Jun 2014, 2... 8 Jun 2014, 2...
T # (Ten... Te v (Ten... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ...
Esrenwii Xyko... Tennagwii (Ten... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ...
Esrenwnii Xyko... Tennagwii (Ten... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ...
Anonymous Tennapwii (Ten... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ...

vaerSafe Sg% gennadiy@dorf.... FW: Tpetbs aktyanbhas ... 8 Jun 2014, ... 8 Jun 2014, ...
All _/ Information

From: omilen <omilen@ya.ru>
To: gennadiy <gennadiy@dorf.ru> -
Subject: signed message View VALID Signature |

signed message

& [

KRR EOEE

i

Type your Quick Reply here and use "Ctrl+Enter" to send it...

| Send

(%3 gennadiy | (£3\\gennadiy\lnbox (17221




is message is verified OK, Valid signatures are detailed below.

Status Signing Time Issued To Issued By
OK 6/8/2014 11:59:48 PM omilen CyberSoft CA

General | Details | Certification Path |

@ S/MIME Certificate Information

This certificate is valid

The Bat! can use this certificate for: message encryption - yes, verifying digital singature of a
message - yes, TLS connections - yes.

Issued to: omilen
Issued by: CyberSoft CA

Valid from 6/8/2014 7:10:02 PM to 6/8/2015 7:10:02 PM

Add to Address Book

User’s contact will be added to your Address Book and his Certificate with Public Key will
be attached to this contact:



]

© File Edit View %
ZeoBaSE S &
Name Name F.. E-mail City Country Company EEI
g Jnynas agpecHas KHura a The Bat! Team support@ritlabs.com RITLABS S.R.L.
HE Certum CA Directory & Esrennii Xykos [ zhukov@dorf.ru KubepCodt
] Netcenter Member Directory & Esrenuii Muxaiinos mihailov@dorf.ru 000 Aopd
8 verisign & gennadiy g
Search resuts | @ omiten@yerw ]
| General | Personal | Business | New message | Reply | Forward | Certificates | Other
Issued To Issued By Expires Root
@ omilen CyberSoft CA 6/8/2015 7:10:02 PM __ CyberSoft CA
| Import... ‘ | View ‘ Generate.., Reset signers..,
[ Export... | [ Delete | Request... Token Editor
Address Book:
!llnunaa appecHas KHUra v‘ | oK I [ Cancel [ ‘ Help
KHUra® - § items (5 total) J

As soon as recipient receive your Public Key you will be able to exchange encrypted
messages.

To decrypt an encrypted message select Decrypt S/MIME message, in the next window
select your Certificate and enter your password for your Private Key. The message will be
decrypted:

Message Specials Navigation Privacy View )

SO HFaS T e " O 10

= @ & F From Subject < Received Created Size A
@ + & o gennadiy gennadly@dorf.m test 21:38 21:37 15KB
. +  Anonymous Fennaawii (TenH... [Assembla] [Cybersoft-su... 21:38 21:10 7KB
° s T v (Ten... Te # (Tfen... [Assembla] [Cybersoft-su... 21:38 21:04 10 KB
. * Esrenwii Xyko... lennagwii (Ten... [Assembla] [Cybersoft-su... 21:38 20:20 9KB
. * Esrenwi Xyxo... Tennagwii (Ten... [Assembla] [Cybersoft-su... 21:38 19:44 9KB
B * Anonymous lennapwii (Ten... [Assembla] [Cybersoft-su... 21:38 19:40 8KB
° * CyberSafe Sup... gennadiy@dorf.... FW: Tpetba aktyanbhas ... 21:38 19:40 10KB
. * Esrenwii Xyko... lennagwii (Ten... [Assembla] [Cybersoft-su... 21:38 19:36 8KB

Esrennin )nyo.. lennagwii (Ten... [Assembla] [Cybersoft-su... 21:38 19:35 12 KB ¥

4 4 » M| Al Information

f

From: gennadiy <gennadiy@dorf.ru>
To: gennadiy@dorf.ru > !E'i
Subject: test l Decrypt S/MIME message I =
3 View VALID Signature
This is an S/MIME encrypted message. [
smime.p7m Click the security button to decrbpt/verify it
~7 KB

Type your Quick Reply here and use "Ctrl+Enter" to send it...

| V| Send

[Z3 gennadiy | [£3\\gennadiy\Inbox |29 mom




This message can be decrypted by one of the following recipients. Please select an S/MIME certificate containing a
private key to decrypt the message.

Issued To Issued By Expires Root
(8 gennadiy CyberSoft CA 5/28/201... _CyberSoft CA

Message Specials Navigation Privacy View ]

& 62 & F L F @ " QL

&= B & F From Subject < Received Created Size
gennadiy gennadry@dorf.ru 333 8Jun 2014, 2... 8Jun2014,2... 585 bytes
& gennadiy gennadiy@dorf.ru test 8Jun 2014, 2... 8Jun 2014, 2... 15KB
Anonymous l'enHaawii (TenH... [Assembla] [Cybersoft-su... 8Jun 2014, 2., 8Jun 2014, 2... 7KB
lennapwii (Ten... Tennapwii (fen... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ... 10 KB
Esrenwmii Xyko... lennapuii (fen... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ... 9KB
Esrenwnii Xyko... lennagwii (Ten... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ... 9 KB
Anony T # (Ten... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ... 8KB
CyberSafe Sup... gennadiy@dorf.... FW: Tpetbs aktyanbhas ... 8 Jun 2014, ... 8 Jun 2014, ... 10 KB
z Esrenmin Xyko... [ wii (len... [Assembla] [Cybersoft-su... 8 Jun 2014, ... 8 Jun 2014, ... 8 KB
M4 » All Information
From: gennadiy <gennadiy@dorf.ru>
To: gennadiy@dorf.ru
Subject: test

j Fest

smime.p7m
~7KB

[

EKBEEG@@B

Text | Tedt -

Type your Quick Reply here and use "Ctrl+Enter" to send it...

[% gennadiy | (3 \\gennadiy\inbox

Encryption feature in The Bat! is configured.

Working with Mozilla Thunderbird

» To configure encryption

1 Open Thunderbird, go to Address Book > Tools > Options > Advanced > Certificates
> View Certificates:



General Display Composition Chat Security Attachments  Advanced

General | Reading & Display | Network & Disk Space | Update| Certificates

When a server requests my personal certificate:

(O) Select one automatically (@) Ask me every time

|\ﬁew Qertiﬁcatesl | Validation I ‘§ecurity Devices

2 The window Certificate Manager will be opened. Choose Authorities > Import:

Your Certificates | People | Servers| Authorities | Others|

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device
4(c) 2005 TURKTRUST Bilgi lletisim ve Bilisim Giivenligi Hizmetler...

TURKTRUST Elektronik Sertifika Hizmet Saglayicisi Builtin Object Token
4A-Trust Ges, f. Sicherheitssysteme im elektr. Datenverkehr GmbH

A-Trust-nQual-03 Builtin Object Token
4AC Camerfirma S.A.

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
4AC Camerfirma SA CIF A82743287

Chambers of Commerce Root Builtin Object Token

Global Chambersign Root Builtin Object Token

A NCOA

View... Edit Trust... Export... Delete or Distrust...

In the next window specify the path to CyberSafe Root Certificate, highlight it and click
Open (about exporting this file see paragraph “Exporting Certificates to X.509 and
PKCS#12 format”).



@ ¥ 1 L » gennadiy@dorf.ru v & Search gennadiy@dorf.ru p )

Organize v New folder - @M @

¢ Favorites 5l gennadiy@dorf.ru
Bl Desktop D gennadiy@dorf.ru.privateKey.pem
j Downloads D gennadiy@dorf.ru.publicKey.pem

‘2l Recent places 5| Root Certificate
18 This PC

€l Network

File name: | Root Certificate v | Certificate Files

Open

In the next window tick all checkboxes and click OK:

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "CyberSoft CA" for the following purposes?
Trust this CA to identify websites.

Trust this CA to identify email users.

Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

Examine CA certificate

l Cancel

CyberSafe Root Certificate will be imported to the Thunderbird storage:



Your Certificates | People | Servers | Authorities | Others |

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device
ComSign CA Builtin Object Token
ComSign Secured CA Builtin Object Token

4 CyberSoft LLC.

CyberSoft CA Software Security Device
4Cybertrust, Inc

Cybertrust Global Root Builtin Object Token
4D-Trust GmbH

D-TRUST Root Class 3 CA 2 2009 Builtin Object Token

D-TRUST Root Class 3 CA 2 EV 2009 Builtin Object Token
aDeutsche Telekom AG

Deoutecha Talal Dont CA 2 Dusiltin Olaiact Tale

View... Edit Trust... Export... Delete or Distrust...

In the Certificate Manager window go to Your Certificates > Import specify the path to
the file with the *. pfx extension (about exporting this file see paragraph “Exporting
Certificates to X.509 and PKCS#12 format"”), highlight it and click Open. In the next
window Enter your password:

| Your Certificates | People | Servers | Authorities | Others|

You have certificates from these organizations that identify you:

Certificate Name Security Device Serial Number Expires On

3

Please enter the password that was used to encrypt this
certificate backup.

Password: | o.ooool

View... Backup... Backup All... Delete..,

Your PFX-Certificate will be imported to the appropriate section:



Your Certificates | Peoplel Servers I Authoritisl Others ]
You have certificates from these organizations that identify you:
Certificate Name Security Device Serial Number 223
4 CyberSoft LLC.
gennadiy Software Security Device 00:BC:9B:70:E0:5D:67:F4:DD
View... Backup... Backup All... | | Import... Delete...

4 Click your Account name and select View settings for this account:

&< gennadiy@dorf.ru

(=3 Create a new account:

X Email ®cChat Newsgroups 1 Feeds

[ Advanced Features

O\ Search messages

<« Manage message filters

& GetMail = # Wite BChat & AddressBook | ™ Tag~ @ QuickFilter | Search... <Ctrl=k> pl =
45 gennady@dorfru | | ] ) . -
% Inbox (3) Thunderbird Mail - gennadiy@dorf.ru
4\ [Gmail]
|| Yeprosuky =
| Otnpaenentble [ Email
& Bea noura (3) ]
© Criom [z Read messages
% Kopsuma = 3
i Baare I-i{ Write a new message
| Momeuennbie
45 flokanbhbie nanku [ Accounts
% Trash
&, Outbox I «ﬁ} View settings for this account

v

" gennadiy@dorf.ru is up to date

In the next Account Settings window select Security and specify the personal Certificates

for digital signatures and encryption, using Select buttons.



ot
Server Settings

Copies & Folders To send and receive signed or encrypted messages, you should specify both a

. R digital signing certificate and an encryption certificate.
Composition & Addressing

o 3'9'?’:_5'9":_;? ate to digitally si d
I —— se this certificate to digitally sign messages you send:

Return Receipts Select... Clear
Security

4 JlokaneHble nanku
Junk Settings Encryption
Disk Space Use this certificate to encrypt & decrypt messages sent to you:

Outgoing Server (SMTP) Sel

|| Digitally sign messages (by default)

Default encryption setting when sending messages:

@ Never (do not use encryption)

Required (can't send message unless all recipients have certificates)

Certificates

View Certificates

Certificate: “ gennadiy@dorf.ru [00:BC:9B:70:E0:SD:67:F4DD] v ]]

Details of selected certificate:

Issued to: E=gennadiy@dorf.ru, CN=gennadiy

Serial Number: 00:BC:9B:70:E0:5D:67:F4:DD

Valid from 28.05.2014 11:24:56 to 28.05.2015 11:24:56

Certificate Key Usage: Signing,Key Encipherment

Email: gennadiy@dorf.ru
Issued by: E=support@cybersafesoft.com,OU=Certification Authority, 0= CyberSoft LLC,, CN=CyberSoft CA
Stored in: Software Security Device

In the appeared window that asks whether you want to use the same certificate when you
encrypt and decrypt messages sent to you press Yes.

To save settings press OK.

Please, note that if the user to whom you send an encrypted message haven’t got your
Public Key yet, he will not be able to decrypt it. So first you have to send to him
unencrypted e-mail message containing your Public Key and signed by your digital
signature.

User will add you to contact list and similarly will send to you his Public Key.



6 When message signed by your recipient is received you should add him to the Address
Book:

L= signed message - Inbox

& GetMail > # Wite BIChat & AddressBook | ® Tag~ @ QuickFilter | Search.. <Ciri+K> Pl =

1 « Replyw\ -b Fc;rward‘ \i ArcﬁiveH 0 7Juni(§ J Q Délete}

Subject signed - || 08.06.2014 23:59
- Add to Address Book

To Meir
Other Actions ~

signed message

Then make sure user’s Certificate was imported into Thunderbird storage (People section):

Your Certificates| People ||Servers | Authorities | Others|

You have certificates on file that identify these people:

Certificate Name Expires On E-Mail Address

4 CyberSoft LLC.
omilen 08.06.2015 omilen@ya.ru

Edit Trust... Export...

7 To send an encrypted message to another user, select Write. A new window Write: will be
opened. On the Security tab tick Encrypt this message and Digitally sign this
message.



File Edit View |Insert Format Options Tools Help

8 send I « Spelling ¥ [ Attach ~ @ Security B & save ~
From: = Gennadiy <gennadiy@c

¥ | Encrypt This Message
To: | | & omilen@ya.ru ¥ | Digitally Sign This Message

View Security Info

Subject: |encrypted message
' BodyText ¥ Variable Width

- B A AAAA

encrypted message

Encryption feature in Mozilla Thunderbird is configured.



Encrypting files with
CyberSafe Top Secret

CyberSafe Top Secret gives you the ability to encrypt your files and
folders and create self-extracting encrypted zip archives, which is very
convenient both in for basic personal use and exchanging data with other
users.

In this Section

About file encryption . ... .. . 47
File and Folder Encryption ... . . . . 47
Creating encrypted .zip archives ...... ... ... .. ... . . . . 51
Additional encryption settings ........... ... 53

About file encryption

Encryption of files and folder is used to protect them against unauthorized
access. You can use CyberSafe Top Secret to create, open and edit encrypted
files, folders, and zip-archives.

You may need to encrypt a file or folder for two reasons: safe storage on your
own computer, or sending to another user.

If you choose to encrypt a file for personal use, it will be encrypted via
symmetric key, just like is used in whole disk encryption.

Encryption of files has its advantages over whole disk encryption or creating
virtual disks. For example, if you have an encrypted virtual disk with 100
encrypted files when you need to access one of these files the disk is
decrypted and becomes unprotected as well as the other 99 files. But if you
encrypt files individually, working with one of them does not affect the security
of all the rest -these files will still be intact, fully protected and encrypted.

If you want to encrypt files to send them to other users, they will be encrypted
via Public Key. To do this, you must have these users’ Certificates in your
computer’s local certificate database. If you do not have a particular user’s
Certificate you can try to find it on the CyberSafe Top Secret Server by email
address, using the search function.

File and Folder Encryption

With CyberSafe Top Secret you can encrypt files and folders in three ways:
using PKI, by password or by creating self-extracting encrypted zip-archives.

Public Key Infrastructure Based Encryption

Use PKI-based encryption to:

»= Ensure the highest degree of file protection.

= Encrypt files to share with users who have installed CyberSafe Top
Secret (you have to have their Public Keys on your key ring).

= When you do not want to give the recipient the password to files you send.

If you send a file to others, Public Key Infrastructure based encryption is the best
solution, which should be your first choice if you need the highest degree of
security.

As soon as the necessary files are encrypted, you can send them to other users.
After receiving the files, the user will be able to decrypt them using CyberSafe
Top



Secret and his Private Key. Files can be decrypted by any user whose public keys
you used when encrypting. As a result, each of the users will receive the same
files.

» How to use PKI-based encryption

1 Open CyberSafe Top Secret, go to the File Encryption box and select the
option Encrypt Files.

2 In the Options Menu select Add Folder or Add Files to add files or
folders to be encrypted (or simply drag and drop them into the Work
Area). After the necessary data is added, click Next.

3 In the next window tick Encrypt files by recipients’ keys and click Next:

CyberSafe Files Encryption 2.1.20.0

File Edit View Tools Help
Files Encryption -> Encrypt files

¥ Keys and Certificates
ﬁ All Keys

’p Private Keys

I'd like to encrypt files and send them to the recipients
S Search for Key Please specify the most suitable option
YResE aRion © Encrypt files by recipients keys

ﬁ] Encrypt files 1t is the most secure way to protect files. You will have to have got access to all recipients keys,
¥P They will be able to decrypt files using CyberSafe software only.

Eﬂ Decrypt files

® Encrypt fles by password

If you have not got any recipients keys you can encrypt files using the password. Be careful sending
the password to the recipients. They will be able to decrypt files using CyberSafe software only.

® Create the Self-Extracting Archive with the password protection

If your recipients do not use the CyberSafe software for files decryption you can create the
Self-Decrypting archive. Be careful sending the password to the recipients.

whiore:Optionses| | <<Back-— |

4 In the next window from the drop-down list select the Cryptoprovider that
will be used for encryption.

From the list select the users whose Public Keys will be used for encryption.
If user is not listed use the search function to find his Public Key on the
CyberSafe Top Secret Server. Then press Encrypt.

Cybersafe Files Encryption 2.1.20.0

File Edit Yiew Tools Help
Files Encryption -> Encrypt files

¥ Keys and Certificates

| P All Keys

& Private Keys

Select the Crypt Provider: [Openssl
©®  Search for Key ¥P 12 i

Choose recinients

| Recipients from your local PC database are listed bellow, If you don't see vour recipient's e-mail you can
| try to find it on the global server
ﬁl Encrypt files —

¥ Files Encryption

Enter recipient's e-mail for public key search |QJ
ﬁl Decrypt files o
=.Name Email i Serial -numij.ar
V! gennadiy gennadiv@dorf.ru AD31570714461 160

|Mare Cptions | | << Back | - Encrypt




5

-

Added files will be encrypted. After encryption is completed you will see the
following window:

CyberSafe Files Encryption 2.1.20.0
File Edit Yiew Tools Help

Files Encryption ->= Encrypt files

¥ Keys and Certificates

,9 Al Keys

& Private Keys

Result of encryption

Files encrypted successfully,

GE  Search for Key

'R Encrypted package

¥ Files Encryption
il 1 Ci\Documents and SettingsAdmin'Paboqmid cTon\test.csp

ﬁl Encrypt Files # Keys
gennadiy <gennadiy@dorf.ruz
ﬁ'l Decrypt files Files and Folders

The path to the encrypted files is displayed in the Encrypted Package
section. In the User Keys section, the recipients’ certificates are displayed.
Information about the digital signatures is displayed in the Singing section. A
list of encrypted files is displayed in the Files and Folders section.

To open the folder that contains the encrypted files in the Options Menu
click Show. Press Done to exit.

PKI-based file encryption is completed.

To decrypt files

Open CyberSafe Top Secret, go to the File Encryption box and select
Decrypt Files. In the Folder to store decrypted files field specify the place
where the decrypted files should be placed (by default it will be the folder
the encrypted files came from).

In the Options Menu press Add Files to add files that should be decrypted
(or simply drag and drop them into the Work Area). After the necessary
data is added, click Next.

In the next window enter your password for the Private Key that will be
used for decryption and press OK:



CyberSafe Files Encryption 2.1.20.0

Fil= Edit Yiew Taools Help

¥ Keys and Certificates
, Al Keys
& Private Keys

@ Search For Key

¥ Files Encryption

I _:' C:iDocuments and Settings)AdmintPatouni cronikest.csp
ﬁl Encrypt Files

ﬁl Decrypt Files

The certificate password

Password:

B show password

T

The files you add will be decrypted. After decryption is complete you will
see the following window:

CyberSafe Files Encryption 2.1.20.0

File Edit View Tools Help
Files Encryption -> Encrypt files
¥ Keys and Certificates

| ® alkeys ‘&\ & ;&‘ &

’p Private Keys

Result: File was successfully decrypted. Not signed.
@ Search for Key

Trust:
¥ Files Encryption [ Revocation:
ﬁ‘ Encrypt files Integrity:
@ Decrypt files Status: Date of Signing:

PIlC:\Documents and SettingsiAdmin\Paboumii cTonltest.csp
& Files and Folders
B C:\Documents and Settings\Admin\PaBounii cTon\Decrypted fies
test.txt

4 To open the folder containing the decrypted files in the Options Menu
click Show. Press Done to exit.

PKI-based file decryption is completed.

Encryption by password
Use password encryption if:

= You want to encrypt files without using your Private Key or other users’
Public Keys (this may be a less reliable method of protection but,
nevertheless, it is fairly reliable).

= Each of the recipients has CyberSafe Top Secret installed on their
computer.

= You want recipients know the password to the encrypted files.



* You do not have all the recipients’ Public Keys and you also cannot find
them on the CyberSafe Top Secret Server.

Note. Encryption by password is one of the traditional encryption methods.

Encrypting files by password can ensure a very high degree of protection,
especially if your password was selected properly. However, PKI-based encryption
provides a higher level of protection, because the user not only has to have the
password, but the Private Key as well to decrypt files.

If a file is encrypted by password it can be decrypted by any user who knows the
password and has CyberSafe Top Secret installed on their computer. A Private Key
is not required in this case.

Warning. Take all possible measures to keep your password from outsiders. It
should be known only to recipients of the encrypted files. If the password is
known to outsiders, encrypt the files again using a different password. However,
keep in mind that you cannot do anything in order to provide more protection for
the files encrypted originally.

» How to encrypt files by password

1 Open CyberSafe Top Secret, go to the File Encryption box and select
Encrypt Files.

2 In the Options Menu select Add Folder or Add Files to add files or
folders to be encrypted (or simply drag and drop them into the Work
Area). After the necessary data has been added, click Next.

3 In the next window tick Encrypt files by password and click Next:

CyberSafe Files Encryption 2.1.20.0

File Edit View Tools Help
Files Encryption -> Encrypt files

¥ Keys and Certificates
P Al Keys

Jo Private Keys

a2

Delete | | Shaw

-—
=
w &
iaddFolder’ | Add Files

I'd like to encrypt files and send them to the recipients

@ Search for Key Please specify the most suitable option

¥ Files Encryption

® Encrypt files by recipients keys

B Encrypt files It is the most secure way to protect files. You will have to have got access to all recipients keys.
They will be able to decrypt files using CyberSafe software only.

Decrypt files

© Ercrypt files by password:

If you have not got any recipients keys you can encrypt files using the password. Be careful sending
the password to the recipients. They will be able ta decrypt files using CyberSafe software only.

® Create the Self-Extracting Archive with the password protection

If your recipients do not use the CyberSafe software For files decryption you can create the
Self-Decrypting archive. Be careful sending the password to the recipients.

ome—
More:Options- | << Back |

4 In the next window enter the password that will be used to encrypt the
files. To display the password click Show password. In the Password field
enter the password you want to use to encrypt files. A special indicator
under the entered password will help you to evaluate its reliability. Your
password will be evaluated through a comparison of the entropy characters
you have entered with a random 128-bit sequence (an AES128 key has the
same entropy value).

5 Enter your password again in the field Confirm Password.

6 Click Next. In the next window create a digital signature if necessary. To do
this select the Private Key that will be used to create the signature. The
recipient will be able to verify your signature using your Public Key and make
sure that these files have been received from you.

= If you do not want to sign the encrypted files, choose None.



= If you want to sign files select your Private Key from the list of keys
and enter your password for this key (please note that this is not
the password used to encrypt the files).

7 Click Next. The files added will be encrypted. Click Done to exit.
Encryption by password is completed.

8 Encrypted files are ready to be sent to other users. Do not forget to
tell them the password to these files so they will be able to decrypt
them.

Creating Encrypted .zip archives

A CyberSafe Top Secret .zip archive is an individual file encrypted and
compressed for easy transfer or backup. These archives can store any number of
different files and/or folders, which is especially convenient for backups, or safely
sending files to other users.

If you received an encrypted .zip archive you can:

=  Extract all files and/or folders from the archive.
=  Extract some files and/or folders from the
archive. = Add new files and/or folders to the
archive.

You should use .zip archives if:

= You want to create a Self-Extracting zip-archive without using a user’s
Public Key (it may be a less reliable method of protection, but
nevertheless it is quite reliable).

= The recipient doesn’t have CyberSafe Top Secret on his computer, but
he uses Windows.

= You want recipients to know the password to the encrypted files.

= You don't have the Public Key of some of the users and you cannot find it
on the CyberSafe Top Secret Server.

A .zip archive created using CyberSafe Top Secret can be opened only on
Windows. It is a standard executable file, which that can be extracted after
double-clicking.

Self-extracting encrypted zip files are larger than normally encrypted files
because the automatic extraction "*mechanism” also takes up a certain amount
of space (usually about 100 KB).

Once you've created an encrypted .zip-archive, send it to another user. Any user
who receives this archive will see the same files after the opening it. If you want

to send different files to different users, you should create separate files for each
of them.

Warning. Take all possible measures to keep your password from outsiders. It
should be known only to the recipients of the encrypted files. If the password is
known to outsiders, encrypt the files again using a different password. However,
keep in mind that you cannot do anything to provide more protection to the
originally encrypted files.

b How to create an encrypted .zip archive

1 Open CyberSafe Top Secret, go to the File Encryption box and select
Encrypt Files.

2 In the Options Menu select Add Folder or Add Files to add files or
folders to be encrypted (or simply drag and drop them into the Work
Area). After the necessary data has been added, click Next.

3 In the next window tick Create a password protected self-
decrypting and click Next:



CyberSafe Files Encryption 2.1.20.0
File Edit View Tools Help
Files Encryption -> Encrypt files

¥ Keys and Certificates

P Al Keys

Jﬂ Private Keys

G Search for Key ® Encrypt fles by recipients keys

It is the most secure way to protect files, You will have to have got access to all recipients keys. They

¥ Files Encryption will be able to decrypt files using CyberSafe software only.

@ Encrypt files
® Encrypt fles by password

If you have not got any recipients keys you can encrypt files using the password. Be careful sending
the password to the recipients. They will be able to decrypt files using CyberSafe software only.

Decrypt files

© Create the Self-Extracting Archive with the password protection:

If your recipients do not use the CyberSafe software for files decryption you can create the
Self-Decrypting archive. Be careful sending the password to the recipients.

whlore:@ptionses| |- <<Back-|

4 In the next window enter your password that will be used to encrypt the
files. To display the password click Show password. In the Password field
enter the password you want to use to encrypt the files. A special indicator
under the entered password will help you to evaluate its reliability. Your
password will be evaluated through a comparison of the entropy of the
characters you have entered with a random 128-bit sequence (an AES128
key has the same entropy value).

5 An encrypted *.exe archive will be created. It will be placed the folder the
source file came from.

If the archive contains more than one file the archive will be named after
one of these files by default.

6 The next window will show you the path the encrypted archive. Press Done to
exit.

Additional encryption settings

When you select any of the encryption methods, (PKI, password or encrypted
.zip archive) before you click Encrypt you can open the advanced settings
window using the More options button:

] CyberSafe Files Encryption 2.1.20.0 - |
File Edit View Tools Help
Files Encryption -> Encrypt files

¥ Keys and Certificates

2 alkeys m & %

’p Private Keys

Advanced settings
@ Search for Key

Sign using private key:

¥ Files Encryption i
ﬁl Encrypt files
Encryption Algorithm: Encryption mode
Decrypt files AES © csC
< g

Key size:

© 128 bit

@ 100 hi

@ 56 b

The degree of data compression:
Minimurm i

- SMIME (BASES4) Format (file size may incr




In this window you can:

» Select the Private Key used to digitally sign files.

= Change the default encryption algorithm, the level of protection and
hashing algorithm.

= Control other additional settings.



Working with passwords and
passphrases

Passwords and passphrases are used to protect data. As a rule,
passphrases are longer and contain a much broader range of
characters in comparison with passwords.

For example, a simple password can be a combination of two words, for
example: “goodwork” without quotes. More reliable passwords can
contain uppercase characters, for example: “GoodWork”. More secure
password may include numbers, such as: “"Good7Work2”.

Passphrases are longer than passwords and include a wider variety of
characters. For example, a simple keyword phrase might be
“Eh2H,to&LF"” without quotes. This passphrase might seem hard to
remember, but in reality it is based on a simple phrase, which is much
easier to remember.

A passphrase may also consist of simple phrases, for example, from a
favorite book, including punctuation and capital letters: “In this world,
nothing is certain but death and taxes,” including the quotation marks.
Despite the fact that this passphrase is not very reliable, it is actually at
least two times more secure than any of passwords given above.

This section describes the differences between the passwords and
passphrases, and explains password strength indicator used in
CyberSafe Top Secret, as well as giving some advice on creating
strong passwords.

In this Section

What to use: password or passphrase? ........... ... ... . . . i 55
Password strength indicator.......... ... .. . 56
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What to use:

password or passphrase?

So, you know what’s best for keeping your data secure: a password or a
passphrase? That all depends on what you are trying to protect. The more
valuable the protected information, the stronger the protection should be.

The majority of documents around the world are not protected at all; the
information contained in them is not so valuable and its protection does not
justify much effort. When you use online banking, some banks require only a
PIN, consisting of only four digits. Depending on the amount of money on the
account, this may not be quite as secure as you need. You can use a Hotmail
account for unimportant emails, and in this case, a simple password is quite
enough.

In CyberSafe Top Secret, for example, you create a password for your Key pair
and for virtual disks. If you create a weak password for your Key pair and
hackers get ahold of your Private Key, all they would need is to read your
messages and send messages on your behalf is to figure out your password.

Password strength indicator

When you create a password in CyberSafe Top Secret, the password strength
Indicator is the main reference point that illustrates how strong the password
you've created is. It works much better than simply counting the number of
characters.



Basically, the fuller the password strength scale, the better. However, does this
scale really mean? The password strength indicator compares the value of the
random variables (entropy) in the password with a 128-bit random sequence
(the same entropy value as the AES128 key). This is called a 128-bit entropy.
Entropy is the value that determines a password’s capacity to resist hacking
attempts.

Thus, if you created a password and the indicator is about half way filled, this
means that it has approximately 64 bits of entropy. But if you created a password
and the indicator is full, this means that it has approximately 128 bits of entropy.

However, how strong is a password with 128 bits of entropy? In the late 1990s
special computers called “"DES-crackers” were created that could guess a DES-
key in a few hours by going through all possible key values.

If we assume that someone is able to create a computer that can crack a DES key
not in several hours but in one second (the computer would have to handle 255
keys per second), then it would take approximately 149 trillion (a thousand
billion) years to crack a 128-bit AES key. For comparison: it is thought that our
universe came into existence less than 20 billion years ago.

What is the impact on the entropy of different characters? The more extensive
the range of characters included in the composition of the password, the greater
the entropy. For example, if you need to create a PIN code from numbers, this
means that you can use only 10 characters. This is a very small range and,
therefore the entropy of all the characters together is extremely low.

However, if you are using the English version of the CyberSafe Top Secret,
everything is different. You have three three character sets from which to choose:
uppercase and lowercase letters (52 characters), the numbers from zero to nine
(10 characters), as well as punctuation marks and other symbols (32 characters).
When you enter one of these characters, CyberSafe Top Secret sets the entry
value based on the range, from which it was selected and displays this on the
scale that shows the password strength.

The same applies to characters in other languages - the larger the range,
the more entropy per symbol.

Creating a strong password

A good password combines the optimal balance between ease of use and
reliability. Long passwords, which consist of upper and lower case characters,
numbers and symbols are stronger, but at the same time they are more
complex.

Practice shows that the passwords that are difficult to remember are often written
down, which is utterly counterproductive to creating a secure password. It is
much better to have a shorter password that you can easily remember, than a
longer one you have to write down or, even worse, forget.

A general formula for creating strong passwords is that some phrase should be
reduced to a set of individual characters. For example, the phrase:

Everyone has two homelands, their own and La
France. becomes the passphrase:
Eh2H,to&LF

This passphrase has 10 characters, uppercase and lowercase letters, numbers,
and punctuation. 10 characters is a relatively short passphrase. If you think
that's not enough, come up with another passphrase, using the same method and
combine it with the existing one.

Another approach to using easy to remember passwords involves the use
of punctuation and capital letters

For example:
I never think of the future. It arrives soon enough. (Albert Einstein)

This phrase is not very difficult to remember, but, nevertheless, it is strong. If
you decide to use a phrase from an existing books, try not to lose the book

itself.
Another approach is to combine a lot of short-familiar words. This approach is



called Diceware. It uses dice to randomly select words from a special list called the
Diceware Word list, which consists of 7776 short English words, acronyms, and
easily memorable character strings. If you gather together a sufficient number of
these short words, you can create a strong password. In their FAQ, the creators of
Diceware claim that you can reach 128 bits of entropy using 10 words from their
list.

For more information about Diceware, visit their website
(http://world.std.com/~reinhold/diceware.html).

When it comes to creating a password, here are a few things you should do:

= Use phrases that are already in your long-term memory. This makes it
much less likely that you’ll forget it.

= Create a password of at least eight characters. Password length is not
the main indicator of reliability, but all the same, a password should not
be short.

= Use a combination of uppercase and lowercase letters, numbers,
and symbols in your passphrase.

Warning. Try to use only ASCII characters if possible. This is especially
important when using foreign keyboards that contain some special characters
that are not supported (for example, the character “§").

= Change your password periodically. It is best to do it once every three
months. The longer you use the same password, the more likely it is that
someone figures it out.

Here are some things you should not do when creating passwords:

= Don't write down your password or passphrase.
= Don't disclose your password to anyone.
= Don't let anyone see you enter your password.

= Don't use templates such as "abcdefgh" or "123456789" or "qwerty" or
7777777 " or "gggggg".

= Don't use common words . Almost every experienced hacker uses a
program to crack passwords based on the dictionary. Do not combine
two common words together, do not use the plural of common words, do
not use common words with the first letter capitalized.

= Don't use numbers that have some relation to you. If anyone knows
these numbers the attacker might know them as well. Do not use your
birth date, phone number, social security number, address , etc.

= Don't use names. Neither the names of people, nor the names of fictional
characters or pet names. Don't even use the name of the place you
vacationed last summer, your login or your company name. Do not use
the name of your favorite sports team, or names from any books,
especially from the Bible.

= Don't use words written in reverse or words with all their letters
replaced by numbers.



